DoD Employees,

This message serves to remind you of available and downloadable anti-virus software that provides multi-layered protection at the desktop, server, gateway and network levels.  The software is offered through a fully funded and centrally purchased software enterprise license under the DoD Enterprise Software Initiative (ESI).  Through ESI a variety of software is available for free download to all Department of Defense (DoD) users who have a .mil Internet Protocol (IP) address.  All Combatant Commands, services, DoD agencies and military academies; DoD personnel within joint, NATO and coalition forces; DoD contractors authorized to use government-furnished equipment; and the Coast Guard are authorized to download and use this software.  The savings to the DoD and the taxpayer are in the tens of millions of dollars, and protection extends to more than 3 million DoD users worldwide.  

These licenses provide the latest generations of anti-virus technologies and capabilities as well as multi-layered protection with "best-of- breed" combinations of software.  The multi-layered protection strategy is also known as Defense in Depth.  The key element of this strategy is to implement a variety of products that provide protection at different levels within a network so we do not create a single point of failure should a software vulnerability arise. The advantage is that this strategy minimizes the chance of vulnerability in one product compromising the overall integrity and operability of the entire network.   

The licenses extend beyond protecting desktops, servers, gateways and networks. Products are available for home computers, home and office firewalls, and wireless or Personal Digital Assistants.  By expanding products to home use, the DoD is acknowledging that safeguarding computers at home is as important as safeguarding computers in the workplace. In addition, the license includes enhanced management/system administration tools, as well as global enterprise technical support. And most importantly, these products are provided at no additional cost to the government.  However, please be aware that there is a cost associated with some upscale options.  These products are available at a special DoD negotiated price.  

Anti-virus software available for download includes McAfee, Symantec and Trend Micro products.  These products can be downloaded by linking to either of the following web sites.  

NIPRNET Site: http://www.cert.mil/antivirus/antivirus_index.htm 

SIPRNET Site: http://www.cert.smil.mil/antivirus/antivirus_index.htm 

Although product documentation is also available for download, please contact DISA's DOD-CERT Anti-Virus team if you have questions about a product's installation or use.  The Anti-Virus Team can also help if you have problems downloading the software.  Be advised that all products may not be interoperable.  For example, if you install a personal firewall from Symantec and an anti-virus product from McAfee, your system may generate errors.  Additionally, users are required to renew the software each year by entering a key code, which can be secured by contacting the Anti-Virus Team.  The Anti-Virus team can be reached by e-mail at virus@cert.mil or by phone at (703) 607-6500, DSN 327. 

For more information about the Enterprise Software Initiative please visit the ESI web site at http://www.don-imit.navy.mil/esi/ or contact your Software Product Manager.   
